
A 16-year-old boy asks his 
15-year-old girlfriend to 
send him a naked photo 
of herself.  She does so 
via text message, think-

ing that the photo will remain private and 
will show him how much she cares about 
him. Three weeks later, the couple breaks 
up, and her boyfriend forwards the text 
message to his friends, who quickly spread 
the image throughout the school.  The girl 
is teased for months afterward, her grades 
plummet; and the formerly sunny teen 
refuses to go to school or to socialize with 
other students.  

	 As many school attorneys and ad-
ministrators know, this case is far from 
isolated.  “Sexting,” the practice by which 
teens forward sexually explicit images of 
themselves or their peers via text messag-
ing,1 has become increasingly common 
nationwide. According to a frequently 
cited survey from the National Campaign 
to Prevent Teen and Unplanned Pregnan-
cy,2 one in five teens have sent or posted 
nude or semi-nude photos of themselves 
online or via text message.  Twenty-two 
percent of teens have received a nude or 
semi-nude photo of someone else.  The 
study found that while most of the im-
ages are exchanged between boyfriends 
or girlfriends, 15 percent of teens have 
forwarded images to someone they only 
know online.  

	 The potential detrimental effects that 
sexting can have on students are vast.  
Educators, child psychologists, and pros-

ecutors agree that most teens do not un-
derstand the implications that sexting may 
have on their futures.  While sexting often 
originates as a private exchange between a 
teen and his or her love interest, relation-
ships can quickly deteriorate.  Before 
long, the seemingly private images can be 
distributed throughout the school.  These 
incidents can be highly embarrassing for 
students and, in some extreme cases, can 
have deadly consequences.  At least two 
female students have committed suicide 
after the sexually explicit photos of them-
selves sent to a boy were disseminated to 
classmates.3  As discussed below, criminal 
prosecution—including being required to 
register as a sex offender—is another pos-
sible long-term negative consequence of 
sexting.4 

	 This article discusses a number of legal 
and practical issues related to sexting in 
schools.  Specifically, this article discusses 
searching cell phones, what steps adminis-
trators can and should take upon discov-
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ering sexting, anti-sexting policies, and 
preventing sexting through education.   

Searching Cell Phones 
School administrators typically find out 
about sexting through the rumor mill.  Of 
course, the only way administrators can 
determine if sexting actually has happened 
and who is involved is to ask students 
or to “see for themselves.”  In the ideal 
world, students will readily admit to being 
involved in sexting upon being questioned 
by administrators.  In the real world, ad-
ministrators may feel they need to search 
cell phones as part of a sexting investiga-
tion.  Depending on the facts, searching a 
student’s cell phone without a warrant may 
violate the Fourth Amendment. Likewise, 
it is at least arguable that searching open 
text messages on a cell phone without 
consent violates the Stored Communica-
tions Act.  To avoid Fourth Amendment and 
Stored Communications Act issues, school 
administrators may always seek consent 
of a student and his or her parents5 before 
searching a cell phone as part of a sexting 
investigation.

Fourth Amendment Concerns

The U.S. Supreme Court held in New Jersey 
v. T.L.O.,6 that school officials may search 
students as long as the search is reason-
able; that is, the search must be justified 
at its inception and reasonable in scope.  
According to the Court:  

	 Under ordinary circumstances, a 
search of a student by a teacher or 
other school official will be “justified 
at its inception” when there are rea-
sonable grounds for suspecting that 
the search will turn up evidence that 
the student has violated or is violat-
ing either the law or the rules of the 
school. Such a search will be permis-
sible in its scope when the measures 
adopted are reasonably related to 
the objectives of the search and not 
excessively intrusive in light of the 
age and sex of the student and the 
nature of the infraction.7 

	 In no reported cases to date has a stu-
dent challenged administrators searching 
his or her cell phone in a sexting investiga-
tion.8  However, in Klump v. Nazareth Area 
School District,9 a federal district court 
denied a school district’s motion to dismiss 
on the basis of qualified immunity in a case 
involving a search of a student’s cell phone.  
A teacher confiscated Christopher Klump’s 

cell phone because he displayed the phone 
in violation of a school policy that prohibit-
ed the display or use of cell phones during 
school hours.  The teacher and the assistant 
principal called other students in Christo-
pher’s phone directory to see if they were 
also violating district policy and accessed 
his text messages and voicemail.    

	 Christopher asserted that these actions 
constituted an unreasonable search in vio-
lation of his Fourth Amendment rights.  The 
court found that confiscation of the cell 
phone was justified because Christopher 
was caught violating the district’s policy 
prohibiting the use or display of cell phones 
during school hours.  However, the search 
of the cell phone violated Christopher’s 
Fourth Amendment rights because:  “They 
had no reason to suspect at the outset that 
such a search would reveal that Christo-
pher Klump himself was violating another 
school policy; rather, they hoped to utilize 
his phone as a tool to catch other students’ 
violations.”10  The search of the cell phone, 
therefore, was not reasonable in scope.  

	 It is not too difficult to imagine a fact 
pattern involving sexting where a school 
district could argue persuasively that 
an administrator’s search of a student’s 
text messages and pictures was justified 
at its inception and reasonable in scope.  
For example, let’s say Christopher Klump 
showed an administrator an inappropriate 
picture a classmate texted him.  As part of 
an investigation, the administrator should 
determine whether the named classmate 
actually sent Christopher the picture.  It 
would seem a search of the classmate’s 
text messages sent to Christopher Klump 
would be justified at its inception and rea-
sonable in scope.  Likewise, simply asking 
the classmate to present his cell phone to 
the administrator and calling the number 
in Christopher’s phone associated with the 
text probably would be all the proof an 
administrator would need.  

	 School administrators can take a few 
steps to make it more likely that searches 
of cell phones in sexting investigations 
pass Fourth Amendment muster.  First, 
as described in the paragraph above, in 
some instances administrators can rely 
on information provided by technology—
rather than just rumors—to determine 
whose phone to search and where to look.  
Second, while common sense indicates 
that sexting is a violation of school rules, 
explicitly prohibiting it in a school district 
policy or a student code of conduct will 
make it clear.  Third, providing notice in the 
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school district’s cell phone policy that the 
administration may search cell phones if it 
has reasonable suspicion that a search will 
reveal that school rules have been violated, 
may also support a district’s argument that 
a search was reasonable.11  

	 If school administrators ask school 
resource officers (SROs) to search a student’s 
cell phone, the more demanding probable 
cause standard may apply.12  Likewise, if 
school administrators ask the police to search 
the student’s phone the probable cause 
standard likely will apply to the search.13    

	 In some instances administrators may 
need to search to find a cell phone; for 
example, let’s say Christopher’s classmate 
in the example above denies having a cell 
phone at school.  The time Christopher 
received the text message or a call to the 
student’s parents about whether he gener-
ally brings a cell phone to school may cast 
doubt on the student’s claim that his phone 
is not with him.  If administrators search 
for the phone they should consider T.L.O.’s 
requirement that the search be permissible 
in scope when determining where to look.  

Stored Communications Act Concerns

In Klump v. Nazareth Area School District, 
Christopher Klump also argued that the 
school district violated Pennsylvania’s ver-
sion of the federal Stored Communications 
Act (SCA) by accessing his text messages, 
phone numbers, and call records.  It is a 
violation of the federal SCA (which is very 
similar to Pennsylvania’s statute) to:  “(1) 
intentionally access without authoriza-
tion a facility through which an electronic 
communication service is provided; or (2) 
intentionally exceed an authorization to 
access that facility; and thereby obtain, 
alter, or prevent authorized access to a wire 
or electronic communication while it is in 
electronic storage in such system.”14  

	 The district court concluded that a 
call log and phone number directory are 
not “communications” under the statute 
so searching them did not violate Penn-
sylvania’s SCA.  However, concluding that 
Christopher’s “voice mail at least would 
have been stored by his cell phone provider 
and not in the cell phone itself,”15 the court 
did not dismiss the unlawful access claims 
related to the voicemail or text messages.  

	 While not argued in this case, under 
the federal SCA courts have held that 
open emails of which a recipient main-
tains a copy do not meet the definition of 
“electronic storage.”16  “Electronic storage” 

is defined as:  “(A) any 
temporary, intermedi-
ate storage of a wire 
or electronic com-
munication incidental 
to the electronic 
transmission thereof; 
and (B) any storage 
of such communi-
cation by an elec-
tronic communication 
service for purposes 
of backup protection 
of such communica-
tion.”17  An open email 
is not in “temporary, intermediate storage;” 
instead it is in “post-transmission stor-
age.”18  Open emails that users store on an 
Internet Service Provider’s (ISP) system are 
not backup copies; backup copies are made 
by ISPs to protect the email from technical 
problems before it is transmitted.19  

	 Under this rationale, Christopher’s 
opened text messages contained on his 
phone would not be in “electronic storage.”  
Instead, they would be in post-transmission 
storage and are not “backups” maintained 
by his cell phone company to protect its 
system integrity.  In other words, had the 
court analyzed this case by applying the 
definition of “electronic storage” it likely 
would have concluded Christopher’s open 
text messages did not fall under the SCA.      

	 The federal SCA allows users to autho-
rize access to communications otherwise 
protected by the statute.20  To avoid pos-
sibly violating the SCA school districts may 
seek authorization from the student and his 
or her parents before searching a student’s 
cell phone.  If consent is denied, the federal 
SCA allows the government to compel the 
content of electronic communications from 
providers of “electronic communication 
service” and “remote computing service,” 
which includes cell phone companies, after 
obtaining a search warrant, subpoena, etc.21 

Sexting has Been Discovered . . . 
Now What? 
When sexting arises in the school setting it 
can have broad practical and legal implica-
tions.  When school administrators discover 
sexting they should consider at least the 
following:  (1) telling the parents of all the 
students involved; (2) reporting the sexting 
to the police; (3) reporting the sexting as 
suspected abuse or neglect; (4) minimizing 
exposure to child pornography charges (5) 
whether, who, and how to discipline the 
students involved and (6) preventing the 

harassment and bullying of students in-
volved in sexting.  The rather dramatic story 
of a Virginia assistant principal charged 
with possession of child pornography and 
failure to report suspected child abuse after 
he asked a student to send him a semi-
nude picture in the student’s cell phone as 
part of a sexting investigation, illustrates 
what can happen when a school adminis-
trator fails to take the steps listed above.22 

	 Assistant principal Ting-Yi Oei explained 
that after he viewed an inappropriate 
picture contained in a student’s cell phone, 
he showed the picture to the principal 
who instructed him to transfer it to Oei’s 
computer “in case we needed it later.”  Oei 
did not know how to do this, so the teen 
texted the picture to Oei’s cell phone and 
told Oei how to forward it to his work email 
address.  Oei could not identify the person 
in the photograph, concluded it was prob-
ably not a student at the school,23 told the 
principal what happened, and assumed the 
matter was closed.     

	 Two weeks later, the boy caught with 
the photo was suspended for pulling 
down a girl’s pants in class.  Oei told the 
boy’s mother about the sexting when he 
told her about the suspension.  She was 
outraged that he had not informed her of 
the picture earlier and complained to the 
police.  They conducted an investigation, 
and Oei showed them the photograph on 
his cell phone after he could not find it on 
his computer.  

	 A month later, Oei was charged with 	
failure to report suspected child abuse.  The 
commonwealth (district) attorney dropped 
that charge but later charged him with 
possession of child pornography.  The 
circuit court dismissed the child pornogra-
phy charge finding that the picture—which 
at worst maybe showed a nipple—did not 
meet the definition of “sexually explicit 
visual material,” pursuant to Virginia’s child 
pornography statute.24   
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Tell the Parents of All Students 	
Involved

School administrators should notify par-
ents promptly upon discovering that their 
child is the subject of, is in possession of, 
or has sent inappropriate pictures for many 
reasons.  First, contacting parents immedi-
ately should demonstrate that the pictures 
were viewed for investigative purposes 
only, dissuading parents from pursuing 
child pornography charges.  Second, as the 
Ting-Yi Oei incident illustrates, some par-
ents want to know about sexting as soon 
as possible.  Any concern regarding a par-
ent’s potential overreaction is outweighed 
by the district’s duty to act in place of the 
parents while their children are at school.  
Parents should be told of this dangerous 
behavior, and administrators should fol-
low abuse and neglect reporting statutes 
if they fear a parent’s reaction might be 
violent.      

Tell the Police

State law or school district policy may 
require school districts to report to the 
police certain crimes that have happened 
on school grounds.  It may come as a sur-
prise to school administrators that sexting 
in some states in some instances may be 
a crime.  In fact, students in a number of 
states have been charged criminally and 
convicted of violating child pornography 
laws by sexting.  For example, students 
likely could be prosecuted for sexting under 
Ohio’s Illegal Use of Minor in Nudity-
oriented Material or Performance statute 
which prohibits “[p]hotograph[ing] any 
minor . . . in a state of nudity, or creat[ing], 
direct[ing], produc[ing], or transfer[ing] any 
material or performance that shows the 
minor in a state of nudity . . . .”25  Under 
the Ohio statute it appears that both the 
girlfriend and the boyfriend from the 
example at the beginning of this article 
could be convicted.  The girlfriend photo-
graphed herself nude and transferred the 
picture; the boyfriend further transferred 
the picture.  As described in the box on 
page five, the Ohio Legislature is consider-
ing adopting a statute specifically aimed at 
minors’ sexting.  

	 Prosecutors across the country have 
taken various approaches to sexting.  Par-
ties who have been charged include the 
“victim,”26 the recipient,27 and the dissemi-
nator.28  Prosecutors in some instances 
may not charge anyone at all29 or may 

recommend that those charged participate 
in a diversion program.30  Few reported 
cases discuss whether, and under what 
circumstances, students can be criminally 
prosecuted for sexting.  The box above 
discusses Miller v. Skumanick.31  In this 
case a school district discovered sexting 
and informed the district attorney.   The 
parents’ of the girls depicted in the photo-
graphs successfully challenged the district 
attorney’s threat to criminally prosecute 
them unless they participated in an educa-
tion and counseling program.  This case 
has been appealed to the Third Circuit.

	 District attorneys have been heavily 
criticized for prosecuting children engaged 
in sexting—particularly when the result is 
the child prosecuted being required to reg-
ister as a sex offender.  As one district at-
torney points out, child pornography laws 
were intended to prosecute child sexual 
predators, not minors who may not even 
know what child pornography is.32  Miller is 
a great example of backlash against district 
attorneys prosecuting sexting cases.    

	 To respond to myriad concerns raised 
by sexting, in 2009, lawmakers in at least 

11 states have introduced legislation 
addressing the issue, according to the 
National Conference of State Legislatures.33  
At least two other states—Kentucky and 
Virginia—are expected to consider legisla-
tion in 2010.34  The box on the next page 
briefly describes what sexting legislation 
each state has proposed or adopted in 
2009.  To summarize, a number of states 
have adopted (Vermont, North Dakota) 
or proposed (Ohio, Pennsylvania) legisla-
tion that specifically addresses sexting as 
a crime separate from child pornography 
with lesser penalties.  Other states have 
created (Nebraska) or proposed to create 
(New York) an affirmative defense to child 
pornography statutes for sexting in some 
circumstances.  Two states have proposed 
to create (New Jersey, Pennsylvania) educa-
tional diversionary programs for students 
charged or convicted of sexting.  Two other 
states (Colorado, Oregon) have amended 
their internet sexual exploitation of a minor 
statutes to include texting.  Finally, two 
states have proposed to educate students 
about sexting (New York, New Jersey).  

	 Given that sexting is a new phenom-
enon and that most child pornography 

In Miller v. Skumanick, school district officials discovered images of several nude, 
semi-nude, and scantily-clad female students when they confiscated the cell phones 
of several male students.  The school district turned the phones over to the district 
attorney.  After an investigation, the district attorney sent letters to 20 students— 
including the girls in the photos and the students on whose cell phones the pictures 
were stored (but not those who disseminated the images)—informing them that 
charges for possession and/or dissemination of child pornography would be dropped 
only if they participated in a six to nine month education and counseling program.  

	 While the other students agreed to the prosecutor’s conditions, the parents of the 
three girls in the photos refused because they did not believe their daughters violated 
the distribution of child pornography statute.  The parents pointed out the photo-
graphs in question did not involve sexual activity or genitalia and that someone other 
than the girls disseminated the pictures “to a large group of people” without permis-
sion.  The parents claimed they were being threatened with a meritless criminal pros-
ecution as retaliation for refusing to agree to a “reeducation” program that violated 
their First and Fourteenth Amendment rights. 

	 The district court granted the parents’ motion for a temporary restraining order 
and enjoined the prosecutor from charging their daughters criminally. The court 
emphasized that because the girls and their parents did not feel the girls had violated 
a law, the education and counseling program could violate the girls’ First Amendment 
right to be free from compelled speech and would interfere with the parents’ Four-
teenth Amendment right to direct their children’s education.  The court also concluded 
that it was reasonably likely that the prosecutor was not genuinely trying to enforce 
the law but instead was trying to force the girls to participate in the education and 
counseling program.  The court pointed out that the statute under which the girls 
were being prosecuted prohibited the distribution of images of prohibited sexual acts.  
The images of the girls did not likely contain any of the prohibited sexual acts, and the 
girls claimed that they did not disseminate the photographs. 
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In 2009, these states adopted or proposed the following legislation regarding sexting.  

Colorado 

Adopted revisions to a number of child internet sex crimes to include using text messages.     

Indiana 

The Senate passed a Resolution urging the legislative council to assign to the sentencing policy study committee issues con-
cerning children sexting, among other topics.

Nebraska 

Revised the state’s possession of child pornography statute to include a number of affirmative defenses relevant to minors’ 
sexting in some circumstances.

New Jersey 

The Assembly and Senate have proposed requiring school districts annually to explain the legal, psychological, and socio-
logical implications of sexting to students in grades six through 13 and their parents.  The Assembly and Senate also have 
proposed creating a diversionary program for juveniles criminally charged with sexting that involves being educated about 
the consequences of sexting.     

New York 

An Assembly Bill directs the office of children and family services to establish an education outreach program to raise aware-
ness about sexting and its long term harms.  The Assembly Bill also creates an affirmative defense to child pornography 
statutes for young persons sexting where the defendant was less than four years older than the other person involved, the 
other person acquiesced to the defendant’s conduct, and the defendant did not intend to profit from the sexting.  

North Dakota 

A House Bill would make it a misdemeanor to distribute or publish, electronically or otherwise, sexually expressive images 
with the intent to cause emotional harm or humiliation after notice is given by an individual or their parent that they do not 
consent to the distribution.   

Ohio

A House and Assembly bill would make it a misdemeanor for a minor to create, receive, exchange, send, or possess photos of 
minors in a state a nudity—including themselves.  

Oregon 

Revised the state’s definition of online sexual corruption of a child to include communication by text message. 

Pennsylvania 

A Senate Bill would prohibit minors from distributing photos of minors in a state of nudity to persons four years older or 
younger than the person distributing the photos.  If convicted, a minor could be ordered to participate in an educational 
diversionary program. 

Utah

Amended its sexual exploitation of a minor statute to ensure that no criminal or civil liability is imposed on any employee, 
director, officer, or agent when reporting or preserving data required by law, or when implementing a policy attempting to 
prevent, detect, or report child pornography, or upon any law enforcement officer acting within the scope of a criminal inves-
tigation. 

Vermont 

Created a new crime specifically aimed at minors sexting.  Minors may not electronically transmit indecent visual images of 
themselves.  First time offenders shall not be prosecuted under the sexual exploitation of children statute or be required to 
register as sex offenders and may be referred to a juvenile diversion program.
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statutes were adopted before cell phones 
were widely used and sexting was a na-
tional problem, school attorneys in most 
instances will not be able to determine 
definitely whether a crime has been com-
mitted.  For this reason, school districts are 
well-advised to inform the police of sexting 
so that they can conduct a criminal investi-
gation. However, any school administrator 
who knows the facts of Miller v. Skumanick 
as described by the district court—where 
the district attorney threaten to charge 
the girls depicted in the photographs with 
felonies that could result in a long prison 
term, a permanent record, and registration 
as sex offenders—would think twice before 
telling the police about sexting.  School ad-
ministrators should not assume all district 
attorneys will prosecute all sexting cases or 
that school administrators will be unable to 
influence the district attorney.  Sexting is 
a new crime.  For this reason many district 
attorneys likely would welcome input from 
school district officials on how to handle 
these cases.  Particularly if the district is go-
ing to discipline the students involved, the 
district attorney may be amenable to not 
charging the students criminally depending 
on facts of the case.   

	 It is always a good idea for school 
district officials to try to foster cooperation 
with local police and the prosecutors.  The 
best time to approach the district attorney’s 
office about this issue is before sexting 
occurs on campus and before a district 
attorney has had the chance to decide that 
prosecuting sexting cases will be the new 
“tough on crime” tactic.  Likewise, part 
of building a good relationship with the 
district attorney’s office may be asking for 
input on how the district should punish 
sexting and inviting the district attorney to 
participate in the district’s sexting educa-
tion and prevention efforts. 
     

Report Sexting as Suspected Child 
Abuse and Neglect

A sexted image may constitute child abuse 
or neglect, depending on the state’s defini-
tion of these terms and what is exactly 
depicted in the photograph. All states have 
child abuse and neglect reporting statutes 
which apply to school districts.35  Most, if 
not all, statutes include in the definition 
of child abuse and neglect sexual crimes 
against a child.  For example, Virginia’s 
definition of an abused or neglected child 
include one: “[w]hose parents or other 

person responsible for his care commits or 
allows to be committed any act of sexual 
exploitation or any sexual act upon a child 
in violation of the law.”36 Virginia’s Depart-
ment of Social Services states that child 
abuse occurs when a parent: “[c]ommits or 
allows to be committed any illegal sexual 
act upon a child including incest, rape, 
fondling, indecent exposure, prostitution, 
or allows a child to be used in any sexually 
explicit visual material.”37    

	 Ting-Yi Oei admitted that he did not 
think about the sexting incident in terms 
of whether it violated Virginia’s child abuse 
and neglect reporting statute.  It is unlikely 
Oei could have been successfully pros-
ecuted under this statute for at least three 
reasons.  First, he did not know the identity 
of the girl, though her identity was deter-
mined later.  Second, he did not know she 
was only 16.  Third, the circuit court ruled in 
Oei’s possession of child pornography case 
that the picture was not “sexually explicit 
visual material.”  Had Oei known the girls’ 
identity and age and had the picture been 
more revealing, Oei likely would have had a 
reporting obligation under Virginia law.  

	 In short, depending on the state’s defi-
nition of abuse and neglect and depend-
ing on the visual depiction in the sexted 
photograph, school districts may have an 
obligation to report sexting under child 
abuse and neglect reporting statutes.

Minimize Exposure to Child 	
Pornography Charges  

School administrators should take steps to 
avoid being accused of possession of child 
pornography by prosecutors or disgruntled 
parents.  This may simply involve turning 
over confiscated evidence of sexting to the 
police immediately.  In fact, Oei may have 
avoided being charged altogether had he 
taken possession of the boy’s phone and 
turned it over to the police promptly, like 
the school officials in Miller, instead of   
receiving and maintaining the photo on his 
own phone.   

	 School administrators should also take 
steps to avoid charges of disseminating 
child pornography.  As described later in 
this article, a lawsuit has been filed against 
a Washington state school district which 
rather cryptically accuses school officials of 
showing sexted photographs of a student 
to “other adults” in violation of Washing-
ton’s dissemination of child pornography 

statute.38  The district denies doing so in its 
answer.39  Regardless of what actually hap-
pened in this case, it illustrates that a school 
administrator who discovers sexting should 
not share the images with other school 
employees much less non-employees. 

	 The Utah legislature, likely in response 
to the Ting-Yi Oei incident, has passed a 
law to ensure that school employees and 
others cannot be liable “when reporting 
or preserving data” in a child pornography 
investigation.  For more information about 
the new Utah statute see the box on page 
five. 

Discipline the Students Involved 

As the case described below illustrates, 
school districts should consider disciplin-
ing all students involved in the sexting—the 
student featured in the image, students 
who received the image (unless they 
deleted it immediately), and students who 
disseminated the image—equally if possible.    

	 The parents of a Washington State high 
school student are suing the school district 
for violating Washington’s sexual equality 
statute for only punishing their daughter 
in a sexting incident.40  The parents admit 
in their complaint that their daughter took 
a naked picture of herself which was cir-
culated among other students.  The school 
district suspended her for one year from the 
cheer squad for violating the athletic code.  
Her parents alleged that the school district 
violated Washington’s sexual equality stat-
ute by punishing only her and not the foot-
ball players who possessed and viewed the 
picture of her. The school district responded 
that it did not discipline the football players 
because it did not know who sent, received, 
or forwarded the pictures.  The daughter 
refused to tell the district because she did 
not “want to get anyone in trouble.”41

	 Whether the sexual equality claim is 
successful, plaintiffs do have a fair point 
that the boys who received and did not 
immediately delete the photograph of their 
daughter—or worse yet forwarded it—also 
should have received punishment.  While a 
court likely will not be sympathetic to the 
daughter’s refusal to inform the district of 
the football players who received and for-
warded the picture of her, it likewise might 
not be sympathetic to the school district’s 
failure to investigate further without her 
help.
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Preventing Bullying and Harassment  

Eighteen-year-old Jessica Logan commit-
ted suicide after being bullied and harassed 
after her ex-boyfriend forwarded to other 
students nude photos she took of herself 
and sent to him.  Her parents are suing 
the school district, who was aware of the 
sexting, claiming that the disctrict did not 
do enough to stop her from being ha-
rassed.42  Whether their claim against the 
district will be successful, it illustrates that 
districts should take measures to prevent 
harassment before and following a sexting 
incident.    

	 Preventing bullying and harassment 
at school generally is a difficult task.  At 
minimum, those involved in a sexting inci-
dent should be specifically instructed not 
to harass the “victims” of sexting.  Likewise, 
before a sexting incident occurs, parents 
and school staff should be informed that 
sexting may occur, discipline will result, 
and that harassment is prohibited.  If an 
incident occurs these messages might have 
to be reiterated.  Finally, if harassment or 
bullying related to a sexting incident oc-
curs, the district’s anti-harassment/bullying 
policy should be followed and harassers 
should be disciplined.   

Anti-sexting Policies
Adopting anti-sexting policies may be 
one approach school districts can take to 
prevent sexting.  Obviously, no anti-sexting 
policy will stop sexting altogether, no mat-
ter how carefully written or widely circu-
lated.  However, an anti-sexting policy will 
put students and their parents on notice 
that sexting is unacceptable and has serious 
consequences.  

	 School districts may take a variety of 
policy approaches to prevent sexting.  Dis-
tricts may revise existing policies addressing 
acceptable use, student codes of conduct,43 
cell phones, harassment and bullying, or 
other similar subject areas, to prohibit 
sexting.  School districts may ban cell phone 
use during school or cell phone possession 
at school altogether44 to prevent sexting.  
Some boards may decide that they need a 
separate policy addressing sexting. 

	 Districts adopting a comprehensive 
anti-sexting policy should consider includ-
ing the following elements.  First, an anti-
sexting policy should clearly state that the 
mere possession of sexually explicit digital 
pictures on any device is prohibited regard-

less of whether the state’s child pornog-
raphy law is violated.  Second, the policy 
should state that all involved in sexting, un-
less they deleted images right away, will be 
punished.  For example, student handbook 
language should prohibit “sending, sharing, 
viewing, or possessing pictures, text mes-
sages, emails or other material of a sexual 
nature in electronic or any other form on 
a computer, cell phone, or other electronic 
device.”  Third, the policy should inform 
students that their parents and the police 
may be contacted and sexting may be re-
ported as suspected child abuse or neglect.  
Fourth, the policy should put students 
on notice that administrators may search 
their cell phones if they have reasonable 
suspicion a student has been involved in 
sexting.  Fifth, the consequences for sexting 
should be clearly stated but should include 
discretionary wording that allows adminis-
trators to adjust punishments up or down 
as appropriate.  Finally, the policy should 
prohibit harassment and bullying related 
to sexting incidents and should punish 
nonconforming behavior.      

Education as Prevention 
Education professionals—including school 
lawyers—should make parents, staff, and 
students aware of the existence of and dan-
gers of sexting.  School districts should con-
sider a variety of actions to raise awareness 
of and increase education about sexting.  
Districts may partner with other community 
organizations or public offices to provide 
staff trainings on bullying, cyberbullying, 
and computer/internet safety, including 
sexting and safety on social networking 
sites. This can include in-school assemblies 
for students, professional development for 
staff, training for school board members, 
distribution of school rules and policies 
through student handbooks, newsletters/
correspondence to the community, meeting 
with parent groups, and resources on the 
school webpage and public forums. 

	 Any education around sexting can and 
should be aimed at the whole community 
when possible.45 This means including 
students, board members, and staff as well 
as parents and community members. While 
the majority of recent press has involved 
middle and high school students, education 
regarding computer/internet/technology 
safety should include younger children 
as appropriate. A variety of websites and 
documents provide information about sex-
ting for students, parents, and educators.46

Conclusion
	 The world of social interaction through 
new technologies is evolving at break-neck 
speed.  Because young people are trend-
setters—particularly when technology is 
involved—schools are affected by these 
changes.  Disturbing, new technology 
trends like sexting have significant legal 
implications for school districts that may 
not be immediately obvious even to an 
experienced school administrator or school 
lawyer.  However, sexting has been a grow-
ing problem long enough to give us the 
Ting-Yi Oei incident, Washington state case, 
and the Jessica Logan case, all of which 
are full of lessons learned about sexting.  
School attorneys must pass these lessons 
learned on to their clients.   I&A 

_____________________
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NSBA’s Office of General Counsel Welcomes Sonja H. Trainor
The NSBA Office of General Counsel is pleased to announce that Sonja H. Trainor has joined 
the NSBA legal team as our newest Senior Staff Attorney.  Sonja joins NSBA after practic-
ing school law at Hodges, Loizzi, Eisenhammer, Rodick & Kohn in Arlington Heights, Illinois.  
While at Hodges, Sonja specialized in student-related matters, employment discrimination, 
board governance issues, and litigation.  Sonja is the new editor of Legal Clips and Leader-
ship Insider.  In addition, Sonja will work with issues regarding school finance litigation, the 
First Amendment, and special education.  Sonja graduated with honors from Washington 
University with a B.A. in English and Educational Studies.  She received her law degree from 
the University of Illinois College of Law in Champaign-Urbana.  Before starting her career in 
school law, Sonja practiced insurance defense litigation in Chicago.  Sonja can be reached at 
(703) 838-6155 or via email at strainor@nsba.org.

Audio Conference:  Legal Issues Surrounding Student Misuse of Technology, 
Including Sexting 

Wednesday, February 3, 2010, 1:00-2:15 P.M.  Eastern Time

School attorneys must be prepared to help clients address a myriad of legal issues relating to 
student misuse of technology, including sexting. This audio conference will discuss how to 
handle the investigation of student misuse of technology and will recommend the adoption 
of policies and other measures designed to deter such conduct. Discuss the legal and practical 
issues related to this topic with COSA members Kathryn Long Mahoney and Vernie L. Wil-
liams, Childs & Halligan, Columbia, South Carolina.

Register now for one low fee per telephone/site and invite your colleagues to join you to listen 
in on this “hot topic” audio conference.  A registration form can be found on the Council’s 
website at www.nsba.org/cosa.

http://www.hlerk.com/
mailto:strainor@nsba.org
http://www.nsba.org/cosa
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2010 SCHOOL LAW SEMINAR  n  REGISTER TODAY!  

April 8-10, 2010  n  Hyatt Regency McCormick Place, Chicago, Illinois

Chicago is a favorite place for COSA members to meet, so do not miss this opportunity to join your   
colleagues at this premier continuing legal education event that will not only benefit your practice 
but will give you the opportunity to be with your school district clients.  Earn up to 12.5 hours of CLE  
including 1 hr. of ethics.  

Register now at http://www.nsba.org/cosa2/law/2010/.

Presentation topics include: 

•	 Managing Work Stoppages and Strikes 

•	 Trends in Bargaining During Difficult and Changing Times 

•	 Employment Considerations Before Jumping into the World of Web 2.0

•	 “Sexting” in Schools: Handling Discipline in Light of Technology Changes 

•	 Social Networking, Texting, and the Virtual World: Managing Liability and Discipline for Misuse by 
Students and Employees

•	 The Legal Impact National Standards and Assessments May Have on Funding and Discrimination 
Claims by Students 

•	 Enforcement Priorities for OCR in the Obama Administration 

•	 The Path to Litigation Success in Student Related Matters 

•	 Boosters, PTO/PTA, Foundations, Fundraisers, and Cellular Tower Leases 

•	 How to Create a Virtual School: the Legal Issues 

•	 Restraints, Holds, and Time-Out Rooms: The Special Education Director’s Perspective & the School 
Attorneys’ Perspective 

•	 When Do the Rights of a Special Education Student Trump the Rights of Other Students? 

•	 New Provisions of Section 504 

•	 Legal Advocacy Update 

•	 Perils and Pitfalls of Representing “Split Boards:” Ethical Challenges for the School Board Attorney

•	 Preventing & Defending Against Catastrophic Injury Lawsuits in Athletics 

http://www.nsba.org/cosa2/law/2010/

